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• It has freed up our time from manual tasks.

• It enables us to keep in touch globally and to be

informed on a scale never experienced in history.

• But carries risks for us in multiple ways – e.g., Bad

Actors use technology to flood the platforms and

online markets with pirated content.

• Distribution methods have changed radically as

compared with when the TRIPS Agreement was

negotiated.

Digital technology has fundamentally 

changed the way we live, search, shop 

and communicate:



• Intangible material plus borderless Internet has

resulted in the volume and speed of copying.

• Seizures and customs checks no longer relevant.

• Anonymity exacerbates “whack-a-mole” problem.

• Volume and velocity of online counterfeit sales

make online listings very time sensitive.

• Pirates use multiple websites in different countries.

• Balancing fundamental rights and copyright.

• No international mechanism for sharing

information by law enforcement on online

identities.

• Possible uniform approach via global guidelines.

Enforcement challenges:



Challenge of Digital 
Technology

In the digital environment, pirates keep a much 
lower profile making it harder to identify them.

The cost of  litigation is prohibitively expensive:

• England and Wales £200,000 - £1 million

• France €200,000 - €800,000

• Germany €400,000

• Netherlands €200,000



The Response

IP rights holders use the courts in different ways:

• To obtain disclosure of  documents or 
information about suspected infringements 
under Art. 8 of  the Enforcement Directive or 
Norwich Pharmacal orders.

• Search orders and the like.

• Freezing injunctions.

• Blocking orders.

• Cross-border injunctions.



The Response

• Small claims track of  the Intellectual 
Property Enterprise Court in England and 
Wales and the proposed Copyright Claims 
Board in the USA.

• Internet courts such as those in Hangzhou, 
Beijing and Guangzhou.

IP rights owners are relying increasingly on 
technical and administrative measures.



“To regulate, or not to regulate: that is the question”
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The Future  of  Ant i -Piracy Measures



Digital Tools



Digital Tools





Operation Creative and the Infringing Website 

List (IWL)



• Site blocking

• Notice and takedown/notice and staydown

• Filtering and monitoring

• Bad Actor listings

• “Follow-the-money” principle

• Codes of conduct and voluntary guidelines

• Digital authentication tools such as Blockchain.

The study explores the different digital tools 

and administrative measures used:



Digital Due Process 
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