IPR Enforcement Developments
in Canada: “Project Chargeback”

World Intellectual Property Organization
11th Advisory Committee on Enforcement
Geneva, September 2016



IPR Developments

" Legislative
=  Copyright Modernization Act
= Combating Counterfeit Products Act

" Ratification of several IP Treaties
" Public Awareness
= Request for Assistance Application (CBSA)

= Business Services Branch (CIPO)

"= Project Chargeback (CAFC)



Canadian Anti-Fraud Centre

PROJECT CHARGEBACK

Leading the charge(back) against fakes!



Project Chargeback Goals

* |ncrease refunds and reduce losses
incurred by consumers

* Reduce overall profits received by
organized crime from sales of counterfeit
and pirated goods

» Support and protect Right Holders




Strategy

e Strategy is based on existing credit card counterfeit policy
— 540 days of protection from time of purchase (VISA)
— 120 days from time of purchase or receiving proof of counterfeit (MC)

e 100% refund to victim if product confirmed counterfeit or
pirated by the Right Holder to Law Enforcement

 Partner with:
— Banks
— Card Companies (Visa, MasterCard)
— Companies (Right Holders)
— Law Enforcement Administration
—  Public (victims)



VICTIM

Chargeback Process

RIGHT
HOLDER

CARD
ISSUING
BANK

MERCHANT
BANK

SELLER




Chargeback Process (Cont’d)

Complaint sent to CAFC

CAFC confirms validity of complaint with Right
Holders

Information sent to Credit Card Issuing Bank
for assessment

Chargeback — money removed from Seller’s
merchant account, which is then closed

Product not returned to Seller



Impact

Quasi extraterritorial enforcement

Victims recover 100% of loss

Seller loses sale along with USD $25 chargeback fee per refund
Termination of merchant account

Payment Processor and Merchant Bank fined for high number
of chargebacks

Payment Processor and Merchant Bank could lose access to
credit card network

Further losses to sellers include:

— Loss of product (not returned)

— Loss of all production costs per product

— Loss of all shipping costs including postage and packaging



Total Complaints/Victims

Counterfeit Victims

June 2015 400
July 320
August 320
September 440
October 1000

November 1200
December 1600
January 2016 1400

February 1000
March 660
April 600
May 2016 450

Counterfeit Victims
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Complaint/Victim Analysis

— 12 months, CAFC sent out over 10,000 confirmations
initiating chargeback

— Average loss per consumer approximately CDN $300 -
S350 = $2.8/3.3 million total (USD $2.2 million)

— QOver 5800 merchant accounts identified world-wide
since project began

— Over 5600 merchant accounts terminated to date
identified as counterfeit sellers

— Combination of luxury goods (e.g. jackets, pursues,
shoes) and sports paraphernalia (e.g. hockey jerseys).



Retail

Retailer identified and sale confirmed as counterfeit or
pirated by Right Holders

Notification sent by Law Enforcement to Retailer’s Payment
Processor or Bank for investigation and termination along
with copy of cease-and-desist order

Banks have zero tolerance for sales of counterfeit or pirated
goods

Past 2 years, approximately 40 retail store merchant
accounts closed in Canada



Common Questions

First steps?
— Locate government body/agency to initiate project
— Start small; pilot project

Resources required? Start-up costs?
— Low (e.g. under CDN $100,000 or USD $77,000)

Contacts required? How to find those contacts?

— Credit Card Issuing Banks, Law Enforcement, Right Holders, Credit Card Companies
How to get Law Enforcement, Right Holders, Credit Card
Companies, and Banks all working together?

— Build relationships and trust

Issues that arise?
— Convincing Credit Card Issuing Banks to work with Law Enforcement

Lessons learned?
— One step at a time (e.g. one Bank at a time, one Right Holder at a time)



FIN

Thank-you!
Online:

* http://www.antifraudcentre-centreantifraude.ca

* http://www.antifraudcentre-centreantifraude.ca/fraud-
escroquerie/types/counterfeit-contrefait

To Report a Counterfeit

e fake@antifraudcentre.ca

 faux@centreantifraude.ca
 Toll free —1 (888) 495-8501



mailto:fake@antifraudcentre.ca
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Georgia’s National Experience on Building Respect
for Intellectual Property, in Particular Through
Institutional Cooperation on Enforcement Policies
and Regimes

prepared by Nikoloz Gogilidze, Chairman, National Intellectual
Property Center of Georgia - SAKPATENTI

Geneva, September 6, 2016



INTRODUCTION

» Georgian IP legislation fully harmonized with all
international standards and EU acquis

» Legal framework for IPR enforcement in place

» Until 2012 poor practical implementation of IPR
enforcement



INSTITUTIONAL COOPERATION ON INTELLECTUAL

PROPERTY RIGHTS ENFORCEMENT

» SAKPATENTI - a state agency responsible for determining and carrying
out national IP policies

» SAKPATENTI plays an important role in coordinating IP enforcement at
all levels

To intensify its fight against counterfeiting and to use governmental
resources more efficiently SAKPATENTI has identified three priority areas:

= |nstitution building and strategy development related to IP
enforcement;

= Capacity building for state officials responsible for IP enforcement;
and

= Raising overall public awareness to encourage the private sector to
protect IPRs.



INSTITUTION BUILDING AND STRATEGY
DEVELOPMENT RELATED TO IP ENFORCEMENT

Interagency Coordination Council (Council) for IPR Enforcement -
established in 2015, under the umbrella of SAKPATENTI

Advisory body which incorporates all government agencies
responsible for IPR enforcement

Works on identifying the most vulnerable business sectors
impacted by counterfeiting and piracy to set priorities and focus on
those sectors

Provides practical support to its member agencies on issues within
its competence

Efficient platform for the government institutions concerned to
exchange their views on IP enforcement issues, discuss problematic
and challenging topics, and explore ways of cooperation.



BUILDING CAPACITIES AND RAISING PUBLIC AWARENESS

» Training for all IP-related professionals in legal and practical
matters related to IP enforcement (judges, prosecutors,
police officers, attorneys at law, customs officers,
investigators and other groups)

» Publishing and disseminating reading material tailored for
different sectors of society (elementary schools, students,

small and medium-sized enterprises (SMEs), journalists,
farmers, etc.).

» International Conference “Georgia Against Counterfeiting and
Piracy” held in 2015 and 2016.



RECENT PROGRESS

In recent years, the number of seizures of counterfeit goods by customs has
increased significantly:

vear 2011 2013 2014 2015
-m---

Breakdown of results by cases 2015

12%

M Destruction of Goods (58 cases)

M Release of Goods (6 cases)

Court Cases Initiated (9 cases)



FUTURE PLANS AND CHALLENGES

Introduce new legislation to address ISP liability;

Conduct a sectoral study on counterfeiting, in order to
identify the most vulnerable sectors of business and focus
ex officio enforcement action on the identified sectors;

Capacity building and awareness raising activities for
different target groups;

Ensure proper use and interpretation of new legal tools for
IP enforcement.



THANK YOU!

QUESTIONS?

ngogilidze @sakpatenti.org.ge
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National Intellectual Property Rights Policy

A forward looking document, released May 12, 2016

Department of Industrial Policy and Promotion



One Document - Guide for times to come

Need felt to undertake an in-depth study on the IPR scenario in the country:
Think tank constituted

Draft IPR Policy prepared after stakeholder consultations

IPR Policy finalized based on inputs from various departments, Think Tank
and internal discussions

Vision document: single document that encompasses and brings to a single
platform all IPRs

Lays down actionable points, Ministry/ Deptt wise

Sets in place an institutional mechanism for implementation, monitoring and
review

Department of Industrial Policy and Promotion



Vision and Mission

VISION STATEMENT

An India where creativity and innovation are stimulated by intellectual property for the benefit of
all; an India where intellectual property promotes advancement in science and technology, arts
and culture, traditional knowledge and biodiversity resources; an India where knowledge is the
main driver of development, and knowledge owned is transformed into knowledge shared.

MISSION STATEMENT
Stimulate a dynamic, vibrant and balanced intellectual property rights system in India to:

foster creativity and innovation and thereby, promote entrepreneurship and enhance socio-
economic and cultural development, and

focus on enhancing access to healthcare, food security and environmental protection, among
other sectors of vital social, economic and technological importance

Clarion Call : “Creative India; Innovative India: TdaITcH® IRT; JTAAT ARI”
(Rachnatmak Bharat; Abhinav Bharat)

Department of Industrial Policy and Promotion



Seven Objectives

1 [PR Awareness: Outreach and Promotion

2 Generation of IPRs

3 Tegal and Legislative Framework

4 Administration and Management

5 Commercialization of IPR
Eforcement and Adjudication

7 Human Capital Development

—

Department of Industrial Policy and Promotion



Early Achievements

Clearing Backlog/ Simplification in

Reducing Pendency Patent procedures

RECENT

S 4

/ Administration of \

Augmentation of Copyright Act, 1957 &

Human Resources Semiconductor
Integrated Circuits

Layout-Design Act, 2000
transferred to same

: department for

Offices administering all IP Acts/

IPR Awareness
Programmes

ACHIEVEMENTS

Increase in Patent & Synergy between [P

Trade Marks Filings

Department of Industrial Policy and Promotion



Enforcement and Adjudication

Enhancing India’s enforcement and adjudication mechanism

Department of Industrial Policy and Promotion



Action Points

Capacity
Building

Sensitize Anti
Inventors and Counterfeiting
Creators Measures

Build

Respect
for IPRs

Specialized
Commercial
Courts

Facilitate
Adjudication
Alternative
Dispute
Resolution

Department of Industrial Policy and Promotion



Strengthening Enforcement Mechanisms

Working closely with State Providing Regular
Governments e e Training
Augmentin
"e 5 Enhancing Assistance

Manpower e Robust

coordinated

and responsive
enforcement
. e set-up o Technology based

Creating Awareness solutions
Undertaking Fact o o Inter-Agency
Finding Studies Coordination

Department of Industrial Policy and Promotion




Inter-Agency Coordination

Enforcement Agencies

e State Police Centre and State P

« Border, Excise & Customs * [P Cells

Authorities e [P Facilitation

Eﬁﬂ Implementing Authorities Govt. Departments ‘-.
* National Biodiversity Authority . 1P Cells and Nodal Officers

* Protection of Plant Varieties and
Farmers' Rights Authority

* IPR Awareness Programmes

Department of Industrial Policy and Promotion 10



Strengthening Adjudication Mechanisms

? Commercial Courts

R the
? Modules, Workshops for Judges Adjudication

Bolstering

Mechanisms

Promoting ADR

Department of Industrial Policy and Promotion



Online Copyright Piracy: Enforcement Issues

Territorial

There are a number of Limitations

intricacies involved in The

. Online
taking enforcement .

Piracy

action against online Puzzle

copyright piracy

Department of Industrial Policy and Promotion



John Doe Orders

John Doe orders emerged as an
effective judicial remedy for protecting
copyrighted material online

Notice
. . . to un-

Restraining order against unknown et
defendants defendant
Orders prohibit all known and

John
unknown defendants from Doe

: : : : : : Orders

communicating, making available, [njunction

displaying, release, uploading and
downloading copyrighted work

Department of Industrial Policy and Promotion

Order

ISPs
block

access to
infringing
website




Road Ahead

Sharing [P Telangana Intellectual Property Crime Unit

Best [Enforcement

Practices\ Toolkit TIPCU is the first state level enforcement agency

specially dedicated to fight online Piracy, with the

_ following objectives:
Restructuring

Enforcement State IP Cells Function as a specialized copyright enforcement
Advisory

el unit to measure, record and gather intelligence on

criminal syndicates

Adopting TIPCU

Model in States
[P offences expedite necessary interventions for copyright
under special

Acts

Bridge communication between stakeholders &

enforcement in the Media & Entertainment sector

Expedite Investigation, Prosecution and Initiate
Site Blocking Actions

Department of Industrial Policy and Promotion



To a Creative and Innovative India!

Thank You

Department of Industrial Policy and Promotion



ITALIAN INITIATIVES TO FIGHT
COUNTERFEITING AT STRATEGIC AND
OPERATIONAL LEVEL

Francesca Arra
‘ Assistance to Enterprises in the Fight against Counterfeiting,
IP Promotion and International Affairs

Presentation on the occasion of the
Eleventh Session of the
WIPO Advisory Committee on Enforcement (ACE)

Geneva, September 5-7, 2016



FIGHT AGAINST COUNTERFEITING
INSTITUTIONAL FRAMEWORK

o Rather varied and rich in players:

Public administration at central level
Public administration at local level

Enforcement agencies / special branches of
the Police Forces and the Army

Sector-specific agencies/associations




FIGHT AGAINST COUNTERFEITING
INSTITUTIONAL FRAMEWORK

o Recently strengthened:

in 2009 with the creation of the DG for the Fight against
Counterfeiting — Italian Patent and Trademark Office

1 2010 with the establishment of the Parliamentary
Commission of Inquiry on Counterfeiting and Piracy
in the Commercial Field

in 2011 with the National Anticounterfeiting
Council (CNAC) starting its operations

European Observatory on Infringements of
Intellectual Property Rights e




CNAC
NATIONAL ANTI-COUNTERFEITING COUNCIL

Economic Development, Economy, Home Affairs, Foreign Affaris, Defense,
Justice, Agriculture, Culture, Health, Employment and Social Policies,
Public Administration, Association of Italian Municipalities-ANCI

MEMBERS
(art. 145 CPI)

Secretariat DG for the Fight against Counterfeiting — Italian Patent and Trademark Office
(art. 145 CPI) (Ministry of Economic Development)

Consulting Representatives of Enforcement Agencies

T ESTETS Representatives of Business and Consumer Associations




CNAC
IDENTIFICATION OF PRIORITY AREAS

"Made in Italy" protection
against foreign usurpation

Communication
Information
Education

./ CNAC Mission:
Direct Enforcement - special focus
Online on Judges' specialization in
counterfeiting and Boost IP matters
piracy Coordinate
Anti-counterfeiting and
SME- IPR protection IP enforcement at local level °

training




CNAC
THE 2014-2015 STRATEGIC PRIORITIES

o Made 1in Italy protection against foreign usurpation

» Incentive scheme for the adoption of sector-specific
collective trademarks

o Fight against online counterfeiting

o Jtalian Charter to identify best practices

o Anti-counterfeiting law enforcement at local level

e Guidelines for the strengthening of the fight against

counterfeiting in the Italian municipalities




CNAC
CARTA ITALIA

o “Carta Italia”: Italian Charter for the
Development of Best Practices to
Combat the Online Sales of Counterfeit
Goods

o a voluntary agreement between IP
holders and e-commerce
platforms/merchants, setting up shared
rules and procedures to make
e-commerce activities as
counterfeiting-free as possible

First signatories (July 2015):
- Indicam (representing IPR holders)
- Netcomm (representing e-platforms/merchants)

- Ministry of Economic Development, DG for the Fight against
Counterfeiting — Italian Patent and Trademark Office 0




CNAC
CARTA ITALIA

o “Carta Italia” 1dentifies measures and procedures
to prevent and react to online counterfeiting:

o Information made available to sellers and buyers on
internet platforms

» Pro-active and preventive measures

» Notice and take down procedures

o Distinctive features:
e Netcomm trustmark

o Involvement of consumers’ associations




CNAC
CARTA ITALIA

o Next steps
o To further promote the Charter by finding new signatories;
» To test the notice and take down procedures; to identify the
best practises foreseen by the agreement and suitable
indicators for the monitoring activity.
o New signatories joined in recently in 2016
(rightholders representatives):

» Assogiocattoli (toys)

Assorologi (watches)
Assica and IVSI (food/meat)
Federlegnoarredo (design furniture)

Assocalzaturifici (shoes)




CNAC
(GUIDELINES FOR LOoCAL GOVERNMENTS

o Guidelines for the Prevention and Fight against
Counterfeiting
» adopted in June 2015 by the Ministry of Economic
Development and the Ministry of Home Affairs

o distributed to all local government authorities (105
Prefetture)

o Objectives:

» Align the operational efforts by local enforcement
agencles and policy makers to the strategic vision set
up at national level

» Make operational efforts more widespread and
effective, adapting them to the characteristics of the
local context




CNAC
(GUIDELINES FOR LOoCAL GOVERNMENTS

o Adapting operational efforts to the
characteristics of the local context:
» analysis of the market for fake products in three

provinces so as to provide local institutions with
concrete and targeted proposals for intervention




CNAC
(GUIDELINES FOR LOoCAL GOVERNMENTS

o Distinctive features:

» the representative of the central government at local
level (Il Prefetto) acts as a catalyst of the enforcement
needs of the territory and of the different
competences required to meet them

 MoUs/action plans are the priviledged institutional
tools to coordinate enforcement efforts and have
public and private stakeholders take on obligations
towards an effective fight against counterfeiting

» MoUs/action plans also provide for the monitoring of
results




ANTI-COUNTERFEITING WEEK

o Seven days of events,
seminars and initiatives
almed at stimulating debate
and encouraging authorities
and citizens to take action
against counterfeiting

o «The ghost factory. The truth about
my doll» by Italian director Mimmo
Calopresti, a journey in Italy and
Europe following the routes of
counterfeit trade

o The film shows the consequences of
counterfeiting in terms of labour
exploitation and organised crime,
speaking to the heart and the mind of
the younger generations




CNAC
ACTIVITIES AT INTERNATIONAL LEVEL

o CNAC EUMED

» Cooperation among Euro-Mediterranean countries in the
fight against counterfeiting in 2014

» 16 countries involved through the CNAC EUMED Network
and national focal points

o «Declaration of Rome to strengthen the fight against
counterfeiting» in the following areas:
o enforcement of IPRs;
o fight against online counterfeiting;
o communication, information and education;
o training;
o legislative and institutional frameworks

* International conference on “The Protection of the Agri-
food Sector in the Euro-Mediterranean” (Milan, Expo2015)




THE ANTI-COUNTERFEITING HOTLINE

o Managed by the Ministry of Economic Development in
collaboration with Guardia di Finanza through a dedicated
email account

and phone number +390647053800
o Dedicated to consumers and small entreprises

o First level assistance service:

o It provides users with the basic information for deciding
whether or not to pursue a case and, 1n the affirmative, how to
do 1t

o When appropriate, Guardia di Finanza and/or Customs
Initiate investigations to determine the existence and
nature of infringements



mailto:anticontraffazione@mise.gov.it

THE ANTI-COUNTERFEITING HOTLINE

o0 Some results
* 1,166 enquiries/reports received in 2015
» 539 enquiries/reports received in January-June 2016

» Reports of online infringements have spiked
(70% of reports received in the first 3 months of 2016)

o The service is free of charge for all users
(including foreign companies)




THANK YOU!

Francesca Arra

Senior Office

Division for the Assistance to
Enterprises in the Fight against
Counterfeiting, IP Promotion and
International Affairs

francesca.arra@mise.gov.it
tel. +39 06 47055752

www.ulbm.gov.it

WWW.Chac.gov.1t



mailto:francesca.arra@mise.gov.it
http://www.uibm.gov.it/
http://www.cnac.gov.it/

IN THE NAME OF ALLAM, THE MOST BENEFICENT, THE MOST
MERCIFUL

PAKISTAN

IPR Enforcement Coordination
In Pakistan

Muhammad Ismail
Deputy Director
IPO-Pakistan

11th ACE Session WIPO-HQs, Geneva
September 5-7, 2016

|P@-Pakistan



Outline 1/”:&

* Core Functions of IPO-Pakistan
* |PR Enforcement Coordination
« Enforcement Strategy

* |PR Enforcement Data

* Achievements

* Practical Aspects
— Challenges faced
— Measures taken

|P@-Pakistan



OPERT
A Poﬁ

57 IPO
Core Functions of IPO-Pakistan %:

(Section 13 of IPO Act, 2012)

A
O/ g ned?

PAKISTAN

« Administration of IP laws in the country

* Coordination with counterpart International
Organizations

 Promotion of IP education, research and awareness

* Advise the Federal Government on policy relating to IP
rights (IPRs)

« Control, manage and supervise the work of all IP
offices established under national IP laws

* |PR enforcement coordination

5

|P@-Pakistan



Enforcement Related Provisions IJ\PT(}
IPO Act, 2012 A

13. Powers and functions of the Organization.---

(xviii) initiate and monitor the enforcement and protection of intellectual
property rights

(xix) initiate and conduct inquires
offences ,

(xx) refer matters and complaints
to the concerned law enforcement agencies

|P@-Pakistan



Relief against IPR Infringements

Offence Status Punishment (Criminal) Civil Remedies
Cognizable* | Maximum imprisonment up
and to 3 years
i Available in the form
Copyright -bai
I_Dy 9 Non-bailable . of damages and
(Piracy) Offence Fine up t? R§. 100,000 compensation
(Sections (double fine in case of
66 to 74) repetition of offence)
Non- . . .
Cognizable** Maximum imprisonment up P [ s
Trade Mark to 2 years vailable in the form
Counterfeiti Offence of damages and
(Counterfeiting) (Sections Mini fine of Rs. 50.000 compensation
99 to 107) inimum fine of Rs. 50,
Non- . .
Cognizable Patent violation is not AETEID O 7 U2 1o
Patent . of damages and
) Offence treated as a criminal offence .
(Infringement) ; compensation
RGN Estimated loss
71 to 78)

Sections 478, 479, 480, 481, 482, 483, 485, 486, 487, 488 and 489 of Pakistan Penal

Code (XLV of 1860).

|IP@=EaKISian




3 1PO
Structured Enforcement Coordination \*/

Policy Board Interface Policy Board
(Policy Level) l
Organizational Interface Enforcement Chain
(Supervisory Level) l

; ) Coordination Committees
Enforcement Coordination

Committee Interface
(Operational Level)

Central Committee
(Islamabad)

Regional Committee Regional Committee
(Karachi) (Lahore)

|P@-Pakistan




Composition of Enforcement _1/—\3
Coordination Committees W —

Representation from:
— |IPO-Pakistan
— Pakistan Customs
— Federal Investigation Agency (FIA)
— Police
— Pakistan Electronic Media Regulatory Authority (PEMRA)

|P@-Pakistan



Actors in the Enforcement Chain I’\T_:

* Police (actions against piracy and counterfeiting)
* FIA (actions against piracy)

« Pakistan Customs (border measures against piracy and
counterfeiting)

 PEMRA (actions against signal piracy)
« Judiciary (litigation management)

* Private Sector (detection agencies)

|P@-Pakistan



Enforcement Strategy N &

 Enhancing Awareness

« Strengthening Enforcement Coordination

« Capacity Building of Enforcement Agencies

» Facilitating Access to Legitimate Products

* Relentless Enforcement Drive Against IPR Crime

« Effective Prosecution for Achieving Court

Convictions

|P@-Pakistan



Enforcement Priorities 1,“:_0\

a) Medicines f) Soaps and detergents
b) Food items, beverages g) Fertilizer/pesticides
c) Books h) Seeds

d) Business software 1) Engineering goods

e) Music j) Electrical appliances

0
|P@-Pakistan



H i '10
IPR Enforcement Data N

* FIA Raids (against piracy) and border measures taken by
Pakistan Customs (against piracy and counterfeiting)

Year FIA Raids Pakistan Customs Seizures
2013 34 58
2014 117 60
2015 177 64

|P@-Pakistan



- Ao
Achievements O

Establishment of IP Tribunals and appointment of
Presiding Officers

Functionalization of Anti-Piracy/Counterfeiting Cells at
IPO-Pakistan

Training of IPR enforcement agencies’ officials;

Devising IPR Enforcement Rules under Customs Act

Guidelines for FIA officers: “Copyright Law
Enforcement Manual for FIA Officials™;

MOU signed with Federal Board of Revenue (FBR) on
the sharing of IPR data for Border Measures

12
|B@=Eakistan



Practical Aspects (PO

(Learning for others)

« Challenges faced:

— Strong lobbies of counterfeiters and pirates

— Weak prosecution

— Non-availability of specialized IP Judges

— Lack of public awareness about genuine and counterfeit products
— Low purchasing power of the public

« Measures taken:

— Political will and administrative firmness

— Capacity building for Prosecutors

— Establishment of IP Tribunals

— Media campaign to raise public awareness about respect for IPRs

— Agreements for availability of legitimate goods at reasonable rates

13
|P@=EAKISian



Fd
PAKISTAN

visit IPO-Pakistan

at

Website: www.ipo.gov.pk
E-mail: muhammad.ismail@ipo.gov.pk

14

|P@-Pakistan


mailto:dg@ipo.gov.pk

II"|p| instituto nacional
i 03 propriedade industrial

ENFORCING INDUSTRIAL PROPERTY

RIGHTS IN PORTUGAL

WIPO - 06-09-2016




Agenda

1) LEGAL FRAMEWORK

2) THE ANTI-COUNTERFEITING GROUP

3) CONCLUSION

II"|p| instituto nacional
i 03 propriedade industrial




II"|p| instituto nacional
i 03 propriedade industrial

LEGAL FRAMEWORK

1) April 29, 2004 — Directive 2004/48/CE of the European Parliament and the
Council

2) New measures and remedies with more power to administrative and
judicial entities

3) Portuguese Industrial Property Code — A new section was added in 2008,

namely, «Measures and Procedures to Ensure the Enforcement of
Industrial Property Rights»
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NEW RULES IN THE PORTUGUESE INDUSTRIAL CODE

{\ Obtaining and preserving evidence

{\ Provisional measures
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LEGAL MECHANISMS TO PROTECT
INDUSTRIAL PROPERTY RIGHTS

1) Criminal procedures;

2) Civil actions;

3) Administrative measures;

4) Arbitration center — ARBITRARE (www.arbitrare.pt).




II"|p| instituto nacional
i 03 propriedade industrial

INPI (Portuguese Office) ROLE

1) Expert opinions
2) Reports

3) Imposition of fines

4) Anti-Counterfeiting Group
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Anti-Counterfeiting Group - ACG

CREATED IN SEPTEMBER 2010
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ENFORCEMENT AUTHORITIES



http://www.psp.pt/Pages/defaultPSP.aspx
http://www.policiajudiciaria.pt/PortalWeb/page/

II"|p| instituto nacional
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OBJECTIVES

1) Identification of best practices;
2) Cooperation with the private sector;
3) Reflection on the national legal order;

4) Promote public awareness in anti counterfeiting campaigns;

5) Cooperation with the European Observatory on Infringements of
Intellectual Property Rights — ACG assures the Portuguese
representation in the Observatory.
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Anti-Counterfeiting Portal
Principal features:
a) Electronic complaint system

b) Quick and easy way to report infringing activities

c) Statistics




Anti - Counterfeiting Portal —

II"|pI instituto nacional
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http://www.anti-contrafaccao.com/en
http://anti-contrafaccao.com/en/

ENFORCING INDUSTRIAL PROPERTY RIGHTS IN PORTUGAL 1, petrseereeona
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Statistics

ﬂ Euros

* Unidades

® Generos Alimentares

® Artigos Cuidado Corporal
Vestuario e Acessorios
Calcado
Acessorios Pessoais

® Telemdveis

® Equipamentos Eletronicos
CD e DVD
Brinquedos

Tabaco e Derivados

Mdicamontie 2004 2005 2006 2007 2008 2008 2010 2011 2012 2013 2014

Cutros
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The Zeros




Online complaint

II"|pI instituto nacional
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2014 Anti-Counterfeiting Group extraordinary meeting:

Enforcement of Industrial Property Rights in the context of

the Champions League final



http://www.meiosepublicidade.pt/wp-content/uploads/2014/03/liga-lisboa.jpg

CONCLUSION

II"|p| instituto nacional
i 03 propriedade industrial

THE IMPORTANCE OF IP ENFORCEMENT IS THE KEY TO

ECONOMIC SUCCESS.

This is our commitment!
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Contacts INPI

José Mario Lopes Freire de Linha Azul: 808 200 689
Sousa Fax: 21 886 98 59

e-mail: atm@inpi.pt

Telef: + 351 21 881 8100 Site: www.inpi.pt

e-mail: Morada: Campo das Cebolas, 1149-035 | LISBOA
jose.m.sousa@inpi.pt
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The Threat



National IPR Coordination Center




IPR Center- 23 U.S. Federal and International Agencies

The IPR Center Mission: To promote national security by protecting the
public’s health and safety, the U.S. economy, our war fighters, and to stop

predatory and unfair trade practices that threaten the U.S. and global
economy.

The IPR Center is a collaborative effort of 23 federal and international partner agencies



U.S. Customs and Border Protection

Footprint of CBP

o 328 ports of entry

e 100,000+ miles of border/shoreline

67,000 containers processed daily

« 28,000,000 cargo entries annually

e 250,000,000 postal & express
entries

e 725,000 importers

e 60,000 employees

» 400 laws for over 40 other agencies

0@3@1 TAs 43!»
!ﬁf

) U.S. Customs and
& 75/ Border Protection

o




Intellectual Property Seizure Statistics - FY 2015

Each year...

* More than 11 million maritime containers arrive at U.S.
seaports

At land borders, another 10 million arrive by truck and 3
million by rail

« Through air travel arrives an additional quarter billion more
cargo, postal, and express consignment packages



CBP & HSI 2015 Statistics

Number of Seizures

e 28, 865

Total FY 2015
MSRP

e $1,352,495,341

Percentage Totals MSRP

Watches/Jewelry 43% $580,791,647
Handbags/Wallets 15% $208,378,624
Wearing Apparel/Accessories 12% $157, 196,110
Consumer Electronics/Parts 10% $132,478,776
Pharmaceuticals/Personal Care 6% $75,061,822




Homeland Security Investigations

« Day-to-day operations

* Holds Director position

* Three distinctive units:
» Intellectual Property

 |PCrimes
* Intelligence

» Trade Enforcement
« Customs Fraud
* |llicit Trade
» Policy & Training
* Policy & Administration
* Qutreach & Training



Outreach & Training Section

Creates partnerships with law enforcement, private industry, and
academia

Conducts training and capacity building with domestic and foreign
law enforcement and regulatory agencies

Briefings to industry sectors, law enforcement, and government

Supports additional training by partnering with:

« International Law Enforcement Academies (ILEA)
« Bureau of International Narcotics and Law Enforcement Affairs (INL)
 Europol
« INTERPOL
 Attaché networks
« Other U.S. government
agencies



What Does IP Theft Jeopardize?

Collectlvely

Natlonal Securlty



Did You Know ?

® |In 2013, international trade in counterfeit and pirated products
represented up to 2.5% of world trade, or an amount of as much as
$461 billion USD. This is equivalent to the full GDP of a country
such as Austria.

» This represents a significant potential economic loss for right
holders, governments, and the global economy.

» Criminal networks behind the illicit trade derive significant
revenues from their activities.

» Since the early 1990s, trade in counterfeits has grown at 8 times
the rate of legitimate trade.

Source:
The Organisation for Economic Co-operation and Development (OECD) and European Union Intellectual Property Office

(EUIPO). (April 18, 2016), Trade in Counterfeit and Pirated Goods: Mapping the Economic Impact, OECD Publishing, Paris.

DOI: http://dx.doi.org/10.1787/9789264252653-en



http://dx.doi.org/10.1787/9789264252653-en
http://dx.doi.org/10.1787/9789264252653-en
http://dx.doi.org/10.1787/9789264252653-en

Financial Benefits of Crime
For each $1000 invested:

Crime Return on Investment

Coyr]sterfelt Money $3,000 = 330%
Cr%gthCard Fraud $6,700 = 570%
IS—IeEEcA)m $19,860 = 1,886%
Tobacco Smuggling $43,000 = 4,200%
SOf“;,\;;r; m|;|r(;(;y $40,000 - $100k = 3,900% - 9,900%

Fake Pharmaceutlcals $300,000 = 29,900%

*Manufacturing prices of obtaining bulk

Note: These are rough estimates of hypothetical returns on investment in various crimes compiled by EUROPOL




IPR Center- Operation Team Player

The National Intellectual Property Rights Coordination Center (IPR Center)
initiated Operation Team Player in June 2013 to target the sale and trafficking of
counterfeit sports merchandise, apparel and tickets.

Throughout the year, HSI field offices determine the
most effective mechanisms to initiate enforcement
operations in their area of responsibility. The IPR
Center works with the appropriate HSI office to
assist in coordinating operations, related press
releases and press events for significant sporting
events involving all major sports organizations to
include the NFL, MLB, NBA, NHL, and NCAA.

Past successful operations have included the
targeting of retail stores, flea markets and
vendors. Additional targeting is coordinated
with U.S. Customs and Border Protection as well
as the National Targeting Center to target
inbound shipments of counterfeit sports apparel
and other items at ports of entry across the
United States.



HSI/RIAA Case - U.S. v. Rocky Ouprasith, et al

July 2013 RIAA identified 2" largest music file sharing service in U.S.
consisting of infringing website and cyberlocker www.rockdizmusic.com &
www.rockdizfile.com

RockDizMusic.com redirects viewers to RockDizFile.com where the
pirated music is downloaded; RockDizFile.com offered desirable music
content and specialized in pre-release piracy

Designed to generate user traffic to create advertising dollars

Oct. 15, 2014 takedowns resulted in seizure of servers in France and
Netherlands with logged website traffic; also seized copies of “takedown
notices” from rights holders (showed willfulness); 6,000,000 downloads
were attributed to RockDizMusic.com

August 21, 2015, Ouprasith pled guilty to Criminal Copyright Infringement

November 17, 2015, Ouprasith was sentenced to 36 months in prison and
ordered to pay $48,288 in restitution


http://www.rockdizmusic.com/
http://www.rockdizfile.com/

Operation Apothecary & Operation Plastic Beauty

« Counterfeit pharmaceuticals
« Counterfeit health & beauty products
« Counterfeit medical devices

Lipitorwithoutprescription.net



Wheels

Operation Engine Newity

Addresses the threat to health and
safety posed by counterfeit:
« Automotive
* Aerospace
« Rail
Aircraft Parts * Heavy machinery components



Operation Chain Reaction

Foreign suppliers

Counterfeit
Semiconductors
& IT Equipment

U.S. importers






National Intellectual Property
Rights (IPR) Coordination Center
https://www.iprcenter.qgov

https://twitter.com/iprcenter
Twitter Handle is @IPRCenter



https://www.iprcenter.gov/
https://twitter.com/iprcenter

UK enforcement landscape
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