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Task Force progress report

Proposals made by IP Australia and Rospatent
to establish Blockchain Task Force at CWS/6

Task Force formation agreed at CWS/6 with IP
Australia and Rospatent designated co-leaders

New Task created — Task No. 59
e Explore
e Collect
e Develop and;
* Prepare
Circular C.CWS.108 issued to member states
14 responding IPOs (inclusive of the IB)
Task Force wiki established
Task Force members welcomed




Task Force progress report (2)

e Task Force workplan (2018/2019) and roadmap
disseminated

e Task Force objectives and draft standard scope
statement posted for comment on wiki

 Round 1 discussions commenced - January
2019

e Collect information about Task Force
members developments in use of and
experience with Blockchain

* Issued Blockchain Task Force members
questionnaire / survey and received responses

e Assisted WIPO in planning and preparation of
Blockchain workshop in Geneva

* Held Task Force meeting in Geneva — May 2019



Summary of Task Force member responses to survey
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Consolidated

		Category / Concept		Question No.		Question		IP Australia		UKIPO		UIPI		Rospatent		JPO		OEPM		CIPO		EUIPO		USPTO

		What areas do you consider blockchain to be a high value opportunity or potential threat in the field of IP		1a		Areas of importance focused on technology. (i.e. Distributing networks, Immutability of records, shared trust etc.)		Opportunities
• The immutability of records will help the traceability of IP Rights digitally.
• Data sharing initiatives where currency/accuracy should be validated by multiple parties
• IP Rights processing through mechanisms such as Smart Contracts.
• Distributed networks of record keeping – potential cost savings
• Legally recognised blockchain filings
• Use of Blockchain in secure publications and proof of authorship for Patents i.e. equivalent to provisional application filing status 
Threats
• Emergence of IP Right filing systems and 'protection' using blockchain
• IPO stakeholder awareness / knowledge of IP centric blockchains from private entities		We see high value primarily for the public ledger capabilities along with immutability of records. While I would posit that shared trust is less important in a stable government/economic environment, it is more important in other countries and would be a benefit overall.		Decentralization, immutability,
security, transparency.		Smart contracts, establishment of trusted environment, data dissemination		No Comment		Immutability and encryption of records; date, time and place evidence keeping.		Blockchain could offer benefits over traditional databases including, transparency and disintermediation of transactions, immutability of data, simplification of complex ecosystems, and increased user control. The distributed nature of blockchain, along with its encryption, means that this crucial registration data could withstand a hack on the system and still maintain its integrity.

Blockchain may provide opportunities for enhancing the administrative capabilities of the Canadian Intellectual Property Office (CIPO). CIPO is currently exploring the possible role of blockchain technology in a future state model of copyright, to help creators and right holders manage their rights. 

The registration process could be enhanced with additional details about the work being registered which could potentially make it easier to prove ownership during a dispute or easier to set up licensing agreements. This may be done by storing a copy of the hash of the work in order to verify the content in the future.

The blockchain could also facilitate smart contracts that resolve on the chain itself and would allow for easy licensing and transfer arrangements between the rights holder and the licensee.
As well, blockchain technology could potentially be leveraged to allow businesses to provide digitally verifiable proofs about their government-issued qualifications and associated information when transacting online. Under this blockchain-based system, businesses would own proof-of-status and associated information and would be free to use it with any other government online transactions that require it. This proposed blockchain-based system would provide users with a more seamless experience accessing services from all levels of government.

Certain limitations to the applicability of blockchain have been identified including:
•	Governmental Standards – Government applications have certain standards that must be met, such as accessibility and official languages, which may interfere with the programs clients use.
•	Authentication of ownership – blockchain-based distribution platforms are not equipped to detect errors or fraudulent attribution. 
•	Privacy of personal information – the public nature of blockchain databases prevents information from being removed, including personal intelligence.
•	Public perception – Many people associate blockchain to bitcoin and cryptocurrency and not as a secure ledger that can handle transactions in a transparent and efficient way.		It is both a risk and an opportunity
The major risk lies in anonymity features and decentralisation that can be used to make illegal operators difficult to identify and illegal businesses difficult to disrupt.
The major opportunities lie in secure recording of ownership, provenance and secure transactions.		Immutability of records: 
•Blockchain-based IP registries: record IP asset issuance, ownership and status change, chain of ownership. Traceability of IP asset. Digital reinvention on IP asset management
•Records can be made for trademark use in any jurisdiction: trademark registration certificate verification,  ownership and status verification
•Blockchain-based international trademark use record: record proof of use
It will solve numerous problems, including reducing the cost, time, and uncertainty around these types of legal disputes
 Distributed network: 
•Data sharing among government agencies to reduce data redundancy and ensure data integrity

				1b		Area of importance focused on IP Rights (i.e. Enforcement, management, Identity, Commercialisation etc.)		• IP Rights commercialisation through licensing and assignments. Digital market places backed up by blockchain.
• IP Rights enforcement such as brand authenticity, misuse of Trade Mark identity i.e. counterfeit products. 
• IP Ownership and Identity across jurisdictions and unique identifiers.		We see Blockchain providing an opportunity around enforcement and identity in relation to provenance capabilities and the ability to have a public register that can be trusted.		evidence of creatorship and
provenance authentication, registering and clearing IP
rights;
controlling and tracking the distribution of (un)registered
IP;
providing evidence of  genuine
and/or first use in trade and/or
commerce;
establishing and enforcing IP
agreements, licenses or exclusive
distribution networks through
smart contracts;
transmitting payments in real-time
to IP owners.		Data publication, exchange of priority information, IP rights management		In the case of utilizing for managing information of applications hypothetically, the function of preventing falsification is a high value opportunity.
In the case of utilizing for licensing or transfer of rights hypothetically, the functions of traceability and preventing falsification are high value Opportunity.		Transnational shared records, document management prior to publication of records, evidence collection and proof in industrial secrets, research or lab logs in pre application stages.		Management of IP rights
There are various mechanisms in which blockchain could be used to manage IP rights. IP offices could use the technology to record IP rights in a distributed ledger that can be accessed publicly.  This ledger may include evidence of creatorship, evidence of use, and terms for usage that enable IP holders to easily protect and commercialize their IP. 

Improved Transparency
Identified benefits to having a centralized ledger that can be accessed and updated frequently is improved transparency. It enables the public to easily track changes to details such as new amendments, claims or infringement notices. It also enables agents and firms to play an active role in tracking the lifecycle of IP, and recording information such as first use in trade and licensing agreements. This improves the accuracy of information and certainty in the market.		Enforcement and asset management are already important IP related areas now. Identity issues and commercialisation are also relevant and will increasingly be so. Blockchain could also be a source of innovativeness and creativity.		•IP ownership verification and enforcement across jurisdictions

		Blockchain related activities within your organization		2a		Existing or future projects, using blockchain technologies		• IP Rights licensing Proof of Concept (POC) – IP Right Exchange - This proof of concept is a reimagining of how a decentralised network of Patent licencing marketplaces can operate through Blockchain technology
• Smart Trade Mark concept focus’ on supply chain provenance using modern technologies such as API’s to help secure brand identity onto a blockchain.
• The ST.27 Legal Status proof of concept sought to test the ability of blockchain to provide us and other IPOs with a secure and open messaging solution to legal status events, whether current or historic.		We do not currently have any active blockchain projects but are considering a pilot for copyright		There is no blockchain related activities at the moment.		The following areas of focus were chosen for implementation of pilot projects using Blockchain technology:
•Publication of information on Software (computer programs) and databases
•Rights management

The availability of information about IP objects, stored in Blockchain, will allow establishing services that provide both the search for the information on IP objects, authors, right holders etc. as well as services that ensure the submission of applications to Rospatent with the fixation of the results of such applications.
Implementation of Blockchain technology in this field will allow establishing trusted environment, where all the users will be able to find each other as well as sign deals with each other.		We don’t have any projects.		None as of today, although we are thinking about providing some training for examiners in these technologies.		CIPO is currently exploring the innovation and policy implications of transformative technologies such as artificial intelligence, machine learning, blockchain, and is eager to collaborate with the industry and stakeholders to learn more.

Recently, CIPO has been the subject of a Blockchain Research Institute case study which evaluated the potential applicability of blockchain to the Copyright register. 

Additionally, CIPO has had some exploratory meetings with stakeholders on potential uses of blockchain.		The EUIPO Blockathon Forum initiative, https://euipo.europa.eu/ohimportal/en/news/-/action/view/4963920).
Explore options to be used in the management of IP Rights (EUTMs and Designs)		•The current work that has been done in blockchain technologies has been primarily research focus (e.g., POCs), and the value of utilizing blockchain technologies in business processes is still being evaluated. Currently, there are no immediate plans to incorporate blockchain technologies into existing business operations.
•Blockchain-based Digital Trademark Registration Certificate Proof of Concept (PoC): United States Patent and Trademark Office (USPTO) generates a digital trademark registration certificate and records the issuance of trademarks in blockchain-based IP registry:  Contents include the hash of the digital version of the certificate, owner information, issuer public key, and expiration date.
Trademark owners can download the digital version of the trademark registration certificate
Law enforcement agencies can query blockchain-based IP registry to track the status or ownership change forintellectual property, e.g. trademark or patent. They can verify if a trademark owner has rights to use a trademark nationwide or in the state using a web interface or calling the IP-Chain API.
PoC was implemented using Hyperledger Fabric and Composer, Docker, IPFS and AWS cloud infrastructure.

				2b		Partnership with private sector, industry members, IP professionals, Research authorities (i.e. universities) working  in the Blockchain field		• IP Rights Exchange (IPRx) - In collaboration with Australian blockchain start-up Civic Ledger, IP Australia has worked on proof of technology concepts using blockchain and surrounding technologies such as smart contracts to explore how blockchain technology might be used in parts of the IP Rights system (See full summary in WIKI)
• Smart Trade Mark (STM) - The Smart Trade Mark concept focus’ on supply chain provenance using modern technologies such as API’s to help secure brand identity onto a blockchain. Field trials are currently taking place with 2 local business (Pialligo Estate and Shaw Vineyard Estate) and our delivery partner (Agile Digital).		None		There is no blockchain related activities at the moment.		Agreement on cooperation with IPChain, The main objective of the Association in the digital era is to establish Standards, Technologies and collaborative tools for users of IP rights market		We don’t have any partnership.		None as of today, but we are in contact with some specialized companies (Nodalblock) to try to find possible cases of use.		Private sector
Blockchain Research Institute (BRI) – BRI is working with the Department of Innovation, Science and Economic Development (ISED) to produce a case study on how CIPO can leverage blockchain technology given its mandate.

Universities 
The University of British Columbia has created a multidisciplinary research cluster to advance the design, development and adoption of blockchain technologies.		The forum is a cross-sectoral partnership		No Comment

				2c		Please detail any office participation or planned participation in blockchain events such as (hackathons, conferences, government and industry research project/papers etc.)		• IP Australia supported Govhack 2018 for the 4th consecutive year; IP Australia listed a challenge around de-duplication of IP customer records using creative technologies such as AI, machine learning and blockchain. Of the 4 submission to our challenge 3 were blockchain related concepts. The winning entry was designed to use other federal government agencies and Australian educational organizations to look up and validate identities using the EOS blockchain platform.
• IP Australia is supporting the Australian Digital Transformation Agency (DTA) with the creation of various blockchain discovery artefacts including the development of an IT executive focus paper and micro-sites to assist with informing departments on blockchain.
• IP Australia has been in discussion with numerous other government agencies to support joint efforts in considering implementation of blockchain solutions for anti-counterfeiting purposes. These include the Department of Home Affairs, AusTrade, CSIRO (Public/Private Research Organization) and Department of Industry, Innovation and Science.		We are joining the WIPO taskforce on blockchain and are very interested in the work being completed by IP Australia		There is no blockchain related activities at the moment.		2018 – Hachathon, organized by Rospatent in cooperation with Actum and Blockchain platform «Apla»
2018 – International Conference «Digital transformation Intellectual Property and Blockchain Technologies»
2019 – The 2nd International Conference «Digital transformation: Focus on IP, UNIGNORABLE TRANSFORMATION»		We don’t have any participation or planning to participation.		Participation in Patenting Blockchain Conference at EPO – The Hague last December 2018.
Participation in EUIPO Blockathon (Hackathon) at Brussels last June 2018.
Creation of periodical web alert of newly blockchain related patent applications for our stakeholders		None at this time.		Our main focus now is building the forum in cooperation with as many stakeholders as possible.		Conference: 17th International Conference on Artificial Intelligence and Law
Paper: Digital Reinvention: Blockchain-based Trademark Registration Certificate Management (submitted)
USPTO plans to start discussion with U.S. Customs Boarder Protection (CBP)  to support joint efforts in considering implementation of blockchain solutions for anti-counterfeiting purposes.
With IP-Chain (Bloackchain-based IP registry), CBP can verify if the trademark is still valid by calling IP-Chain API (Application Programming Interface) or directly query the blockchain network after CBP joins the IP-Chain network

		Blockchain related activities within your jurisdiction		3a		Existing or future projects, using blockchain technologies in the government sector within your jurisdiction.		• Australian government Digital Transformation Agency will be releasing a blockchain informational website early 2019 targeted at government ICT executives including items such as a blockchain ready reckoner (pre-planning/project help document).
• NSW Government is developing a digital driver's license that will be underpinned by blockchain technology https://www.service.nsw.gov.au/campaign/digital-driver-licence
• Department of Home Affairs is working on blockchain technology for use in custom import tariffs		Not that I’m aware of		There is no blockchain related activities at the moment.		The task force affiliated to the Government was established for implementation of Blockchain technology in the State administration.
More than 10 projects in the government sector are under development.
The platform for managing of rights on results of intellectual activity and individualization means is being developed.		We don’t have any projects.		There are several proposals indifferent areas of government but not yet implemented that I am aware of		National Research Council (NRC)
In January 2018, the NRC Industrial Research Assistance Program (IRAP) launched the Government of Canada’s first ever trial of public blockchain technology (on Ethereum) for the transparent administration of government contracts. The program began proactively publishing information on new and amended Contribution Agreements with firms in real time. In addition to making these agreements available on a public blockchain, NRC built a blockchain browser that allows anyone to search the blockchain easily to give real-time, granular visibility to government funding.

Innovation, Science and Economic Development Canada (ISED)
ISED worked with BRI to produce four case studies examining how blockchain could be leveraged by the Government of Canada. 

Relevant to CIPO, the study explored whether blockchain technologies could add value to CIPO’s Register of Copyright by promoting better integration of registry data into third party applications and by helping to overcome a series of rights management challenges in Canada’s copyright system. 

Transport Canada 
Transport Canada, in collaboration with the Canada Border Services Agency,
Immigration, Refugees and Citizenship Canada, and the World Economic
Forum, launched the Known Traveller Digital Identity, a pilot project to
facilitate border crossings between Canada and the Netherlands. The pilot
will explore whether blockchain would be effective tool for the management of
trusted data. 

Bank of Canada
In 2017, the Bank of Canada, in collaboration with Payments Canada and
blockchain consortium R3, launched a POC to explore the possibility of
issuing, transferring and settling central bank-issued assets on a distributed
ledger network. The POC assessed whether distributed ledgers could be a
viable alternative to the Bank’s current Large Value Transfer System.		No Comment		U.S. Customs Border Protection (CBP) are testing the use of blockchain for verifying the origin of raw materials, dealing with intellectual property rights and e-commerce and other use cases. USPTO plans to start discussion with CBP to explore the possibility of supporting a  joint effort for  a future implementation of blockchain solution for IP asset management.

				3b		Planned national blockchain standardization, policies and strategies		• Standards Australia has release a roadmap for blockchain standards and is now actively continuing work to develop and promote the delivery of International Standards (https://www.standards.org.au/engagement-events/flagship-projects/blockchain and https://www.standards.org.au/getmedia/ad5d74db-8da9-4685-b171-90142ee0a2e1/Roadmap_for_Blockchain_Standards_report.pdf.aspx		Not that I’m aware of		There is no blockchain related activities at the moment.		Within the framework of the national program "Digital Economy of the Russian Federation", it is planned to make legislation in the field of blockchain		We don’t have any plan.		None that I am aware of		None at this time.		No Comment		•	National Institute of Standards and Technology (NIST) has published reports on smart manufacturing: A Reference Model for Blockchain-based Product Data Traceability: https://nvlpubs.nist.gov/nistpubs/ams/NIST.AMS.300-6.pdf
•NIST also published reports to consider various blockchain implementation approaches, existing limitations and misconceptions surrounding blockchain, and several areas of consideration for federal agencies and organizations seeking to understand and mange blockchain technology: https://csrc.nist.gov/publications/detail/nistir/8202/final

				3c		Other blockchain activity within your jurisdiction relating to IP (e.g. Private organizations, start-up, Websites)		• Civic ledger – Australian blockchain startup with a focus on Government blockchain solutions
• Australian National Blockchain – A new digital backbone for business to enable Australian businesses to collaborate using the IBM Blockchain Platform and blockchain-based smart legal contracts. (https://www.australiannationalblockchain.com/)
• IPChain / Vaultitude (https://ipchain.global/possibilities/assoc/) are active in Australia but Russian based.
•https://www.ipaustralia.gov.au/sites/default/files/reports_publications/acs-blockchain-report_0.pdf		There are many UK organisations actively working on blockchain		There is no blockchain related activities at the moment.		Transport card "Umka" , available in the City of Ryazan
A prototype of the blockchain solution in the area of pension capital accrual 
Sberbank Blockchain Projects
Blockchain in Rosreestr (The Federal Service for State Registration, Cadaster and Cartography)
etc.		We don’t have any activities.		Some patent attorneys are starting to keep a distributed ledger for industrial secret evidence collection and keeping for their clients.		No IP related blockchain initiatives have been identified in other sectors.		No Comment		Private start-up company: Cognate    Cognate uses a blockchain to record the trademark information and proof of trademark use.
https://cognate.com/about

				3d		Any standardization of blockchain in your jurisdiction through government research organizations.		• As per 3b – Standards Australia
• Civic ledger		Not that I’m aware of		There is no blockchain related activities at the moment.		No		We don’t have any standardization.		None that I am aware of		None at this time.		No Comment		No Comment

		Objectives of the blockchain standard through suggestions and comments regarding the scope items listed below:		4a		Scope Statement:
This Standard aims to guide the Intellectual Property Offices (IPOs) and other Organizations that need to manage, store, process, exchange and disseminate IP data using Blockchain. It is intended that by using this Standard, the development of Blockchain can be simplified and accelerated in a harmonized manner and interoperability among IP Offices.		• Agreed / No Comment		I think there is a significant opportunity to use blockchain as the “next generation” of data sharing between IP offices. We currently rely on outdated technologies such as FTP and batch/bulk feeds, blockchain could be a solution to this. Note, I’d personally prefer a Kafka Event Stream for this specific example but that other benefits of blockchain probably make it a better fit.		No Comment		Agreed		No Comment		No Comment		Agreed		No Comment		Agreed

				4b		Terminology and Definitions		• The standard should include agreed terminology and definitions inclusive of a vocabulary dictionary		No Comment		No Comment		The standard should define common concepts.		No Comment		No Comment		No Comment		No Comment		Terminology and definitions should be platform-agnostic, implementation-agnostic,  and  product-agnostic

				4c		Technologies:
i. Security you would like to have covered.
ii. Languages you would like to have covered.
iii. Blockchain Technologies (smart contracts etc) you would like to have covered.		i and ii. Security and languages should be mappable or leveraged from existing WIPO Standards e.g. XML4IP and ISO27001. Coding languages shouldn’t necessarily be standardized but should be compatible and understandable by contracting offices in any blockchain project e.g. C++, python and solidity.
iii. The standards should consider the different underpinning technologies within identified platforms as well as their properties – whether positives, negatives or trade-off e.g.  Hyperledger Vs. Ethereum Vs. Eos or Distributed ledgers Vs Public/Private blockchains Vs Distributed databases		My understanding is blockchain requires a group of organisations to hold the ledger with no more than 50% control held by any single organisation otherwise the ledger can be manipulated, I think it is important to discuss how IP offices across the globe can collaborate to create a shared trust through each holding the ledger. (apologies, some of my terminology may not be accurate)		No Comment		All the above		No Comment		No Comment		We agree with UKIPO that further discussions are needed to establish collaboration and shared trust.		Languages of preference would be Java and Javascript.
Smart Contracts are required to provide validation rules and other types of deterministic behaviour. Also any abstraction on top of the blockchain such as key/value store, search engine, etc. would be helpful.		i:For permissioned blockchain network, leverage a business’s existing public key infrastructure vs internal certificate authority within the blockchain network;  Blockchain address vs public key; Private key storage and management

ii:Standard provides reference model,  how to use smart contract etc for IP blockchain and how to prevent bad behavior; Standard provides coding guideline for smart contracts for private permissioned blockchain.

				4d		Data:
i. Data to be stored on chain and off chain
ii. One or both of OPI and Non-OPI
iii. Reference to other WIPO data Standards		i. All these points need discussing and drawing out. The positives, negatives, benefits and opportunities.
ii. Does non-opi data stay off chain and is accessed on demand via secure APIs…		I think the large value of Blockchain comes from IP offices using it as the source of truth for IP Rights held by them. To achieve this I would like to understand how public and private data can be held and how security of private data can be assured.

Regarding WIPO standards, perhaps a little opinionated, while it is useful to have a common data model as a base, I think it is important to accept that offices will have their own data model and instead focus on ways to access the various data models easily (creating OpenAPI schemas etc.)		No Comment		All the above		No Comment		No Comment		No Comment		Data should be allowed to be stored both in on-chain and off-chain. A typical example is an IP Right where the public information can be stored in the on-chain whereas images or attachments should go to the off-chain to not force nodes to download always binaries that they might not be interested in.		No Comment

				4e		Participation:
i. Considered consensus voting mechanism 
ii. How Identity is managed
iii. One or both of Public Private blockchain platforms		i. Standard should consider consensus mechanisms, how does validation work as well as blockchain ownership stake i.e. no IPO with greater than 50% hold.
ii. Who outside of IPOs would have access to particular blockchain solutions – do we instigate side chains for publically accessible nodes e.g. non-IPO nodes.
iii. As IPOs we need to consider the platforms leveraged do we use private platforms with permissioned access or publically run blockchains etc…		See comments above regarding technologies		No Comment		All the above		No Comment		No Comment		No Comment		Foster the use of permissioned and private blockchains where consensus can be fully customized using different approaches.		i:Standard should compare the consensus models and conflict resolutions

iii:For private platforms with permissioned blockchain, standard should cover:
Consortium and governance rules

				4f		Other suggestions and comments regarding the scope of the new Standard		• The standard should incorporate real-life IPO specific examples and where possible proof of capability.		None		No Comment		No		No Comment		No Comment		No Comment		No Comment		No Comment

		Suggestions on joint project across IP Offices		5		Suggestions on joint project across IP Offices e.g. decentralized IP Right licensing, filing priority , decentralized database of 3d-models, decentralized storage of priority information regarding patent applications, IP Rights provenance etc.		• Decentralised IP Right licensing
• Brand security / TM 
• Decentralized storage of priority information regarding patent applications  - use as provisional filings?
• Straight through processing – blockchain enhancement of patent prosecution highway (PPH) or modified examination type processes		All of the above, plus a mechanism for sharing/transferring data between IP offices to replace legacy FTP information etc		You  wrote list of excellent useful
examples. There is a sense to discuss each item in this list.		•Exchange of priority information
•International storage/database of 3D models		No Comment		Transnational procedures file sharing and management, storage of priority info, storage of legal status		No Comment		No Comment		Decentralized IP Right licensing

		Any other comments		6		Any other comments		• Standard should be relatively fluid in light of the rapidly changing and developing technology		None		None		No		We are concerned about the establishment of blockchain standard as follows.
Regarding blockchain standard documents, in order to hold appropriate discussions on each item such as scopes and data formats, etc., firstly, it’s necessary to consider and decide the targets (use cases) using the blockchain technology in IP field. The reason for this is that it’s predicted appropriate technologies (security, programing-languages, etc.) and data formats are different depending on use cases. Therefore, if discussions on each item regarding the standard are hold before use cases are not decided, unrelated provisions or unnecessarily detailed provisions will be made, which could lead to a risk that appropriate standards are not formulated.		Up to now, we have not really been able to identify a real case of use with a practical utility in the patent procedure (excluding filing and post grant aspects). It would be helpful to know if such cases of use have been detected by other IPOs.		No Comment		No Comment		No Comment

		Contact information		7		Contact information		Michael Burn – michael.burn@ipaustralia.gov.au
Robert McNeill – robert.mcneill@ipaustralia.gov.au		Graham Rivers-Brown		Olexandr Monastyretskyi
alex.mon1989@gmail.com
Computer Systems  Analyst
System Analysis  and IT Development Division
Ukrainian Intellectual Property Institute		Vladislav Mamontov – rospat041@rupto.ru

Ilya Kononenko  – i_kononenko@fips.ru		Hiroyuki NISHIBORI: nishibori-hiroyuki@jpo.go.jp
Soichiro HASEGAWA: hasegawa-soichiro@jpo.go.jp
Kentaro TAKAOKA: takaoka-kentaro@jpo.go.jp		Fernando Díaz     fernando.diaz@oepm.es		Erica Fraser —Erica.fraser@canada.ca		Enrique.medina@euipo.europa.eu
Miguel.ortega@euipo.europa.eu		Name: Ye Jin
Phone: 571 272 0216
Email: ye.jin@uspto.gov


Name: Zahidul Hassan
Phone: 571 272 5683
Email: Zahidul.Hassan@USPTO.GOV

Agency: United States Patent and Trademark Office
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		Question 2a Infographic

		Country		Trade Marks		Patents		Designs		Plant Breeders Rights		Copyright		Other

		IP Australia		1		2		0		0		0		1

		UIPI		0		0		0		0		0		0

		Rospatent		0		1		0		0		0		1

		JPO		0		0		0		0		0		0

		OEPM		0		0		0		0		0		1

		CIPO		0		0		0		0		1		0

		EUIPO		1		0		0		0		0		0

		USPTO		1		1		0		0		0		1

		UKIPO		0		0		0		0		1		0

		Question 2b Infographic

				Partnerships

		Country		Private		Public / Government		Prospective Partnerships														Data

		IP Australia		1		1		1						Yes = 1						Country		Sum of Prospective Partnerships		Sum of Public / Government		Sum of Private

		UKIPO		0		0		1						None = 0						CIPO		0		0		1

		UIPI		0		0		0												EUIPO		1		1		1

		Rospatent		1		1		1												IP Australia		1		1		1

		JPO		0		0		0												JPO		0		0		0

		OEPM		0		0		1												OEPM		1		0		0

		CIPO		1		0		0												Rospatent		1		1		1

		EUIPO		1		1		1												UIPI		0		0		0

		USPTO		0		1		1												UKIPO		1		0		0

																				USPTO		1		1		0

																				Grand Total		6		4		4

		Question 4a Infographic												Country		(All)

		Country		Agree with scope statement		Disagree with Scope Statement		No Comment								Data

		IP Australia		1		0		0								Sum of Agree with scope statement		Sum of Disagree with Scope Statement		Sum of No Comment

		UKIPO		1		0		0						Total		4		0		5

		UIPI		0		0		1

		Rospatent		1		0		0

		JPO		0		0		1

		OEPM		0		0		1

		CIPO		0		0		1

		EUIPO		0		0		1

		USPTO		1		0		0

		Question 2 (a-c)		Activities (existing / planned)		Partnerships  (existing / planned)

		IP Australia		4		3

		UKIPO		1		1

		UIPI		0		0

		Rospatent		2		3

		JPO		0		0

		OEPM		1		1

		CIPO		1		1

		EUIPO		1		1

		USPTO		2		2
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Summary of Task Force member responses to survey (2)— Standardisation

Candidates

Terminology and Definitions
e Vocabulary dictionary
e Glossary of terms

Technologies and
Interoperability

e Platform

e Security

e Types e.g. Smart contracts
e Coding language

Data

* On chain or off the chain
e OPI or non-OPI|

e WIPO Standards e.g. ST.3

Participation

* Governance

e Consensus

e |dentity management

* Public, Private, Permissioned

Standard provides reference
models and business cases for
application



Task Force Meeting — May 2019

Agenda focus

a)

b)

C)

d)

A review of the WIPO Blockchain workshop outcomes

Review and Discussion on the objective and scope of a new WIPO
standard on blockchain.

Review and Discussion on Task Force member responses to survey on
"use of and experience with blockchain"

Discussion of Standard Objectives and Inclusions for Standard Table of
Contents

Future work, Industry guidance and potential use cases for proofs of
concept projects



Review and Discussion on Task Force objective and scope of a new WIPO standard
on blockchain

Objectives of Task Force:

a) Explore the possibility of using blockchain technology in the processes of providing IP rights protection,
processing information about IP objects and their use;

b) Collect information about IPO developments in use of and experience with blockchain, assess current
Industry Standards on blockchain and consider merit and applicability to IPOs;

c) Develop reference models of using blockchain technology in the IP field, including guiding principles,
common practice and use of terminology as a framework supporting collaboration, joint projects and
proofs of concept; and

d) Prepare a proposal for a new WIPO standard supporting the potential application of blockchain
technology within the IP ecosystem.

Standard scope statement:

* This Standard aims to guide the Intellectual Property Offices (IPOs) and other Organizations that need to
manage, store, process, exchange and disseminate IP data using Blockchain. It is intended that by using this
Standard, the implementation of Blockchain can be simplified and accelerated in an interoperable manner
within the IP ecosystem.

Proposed standard title:
e RECOMMENDATIONS FOR THE APPLICATION OF BLOCKCHAIN TECHNOLOGY WITHIN THE IP ECOSYSTEM



Discussion of Standard Objectives and inclusions for Standard Table of

Contents

Draft Standard Objectives

1. For Intellectual Property Offices and
other organizations to manage, store,
process, exchange and disseminate IP
data using Blockchain in an
interoperable manner.

2. To provide a governance framework to
support the IP ecosystem in
blockchain adoption and use.

3. To provide guiding principles, common
practice and use of terminology to
support collaboration and blockchain
initiatives

Draft Table of Contents

8.

9.

TABLE OF CONTENTS

[Describe the objectives of the standard.]

DEFINITIONS AND TERMINOLOGY ..cveeiiiiiereescssississssssns s sesmas s srssessss s sesas s sssss s s sasnessas s nsnsssnsan 2
[Define all terms and definitions used in this standard.]

SCOPE OF THE STANDARD ....oviiitiisimeresssssssms s ssisi s st ssssns s s ssas s ehes s sman s sabasanass s s s snsns sssnsnessases 3

[Define the Scope of this standard.]

WORKING PRINCIPLE 4
[Describe Working principle of Blockchain Technology as well as consensus mechanism principle.]
ASSESSMENT OF CURRENT INDUSTRY STANDRARDS AND PRACTICES ON BLOCKCHAIN................ 5
[Provide an assessment of current industry standards and practices.]

[Define all WIPO and other international standards used in this standard.]
GENERAL RECOMMENDATIONS ...ttt eeeene e smee s e a e nmmn e s eemnn e snennms e eenneennes 4

[Define general industry and IPOs™ practices and prepare general recommendations on which data should
be stored in the Blogkchain.]

RECOMMENDATIONS ON BLOCKCHAIN PLATFORMS ..o smsn s ssman s s nnnneeaes
[Describe and recommend existing Bleckchain Platforms and their providers.]
PRACTICAL RECOMMENDATIONS ..ot e e e en e ssmmen s e smenaneneen D

[Define specific practices and prepare practical recommendations for IPOs.]

10. RECOMMENDATIONS ON REQUIREMENTS AND TOOLS.......cooiiieeiee e e eeeees. 10

[Define requir ts and tools r y for using Blockchain.]

Note: This should leverage TF member opinions on

candidates for standardization as well as learning offered
and gained from Industry experts e.g. Standards Australia /

ISO and 1SO/TC 307



Draft Table of Contents annotated during the TF meeting

1.

STANDARD ST.7%

RECOMMEMNDATIONS FOR THE APFLICATION OF
BLOCKCHAIN TECHNOLOGY WITHIN THE IP

ECOSYSTEM
TAELE OF CONTENTS
INTRODUCTION 1
[Describe the objectives of the dard.]
eg. These provide tor Property Offices and other organizations on how:
1 To store, p and IP data using Blockchain in an i yperabi
manner.
2 To provide a governance framework to support the IP in and use,
3. To previde guiding pr ice and use of inel: e supp and
bleckehain initiatives.
DEFINITIONS AND TERMINOLOGY 2
[Define all terms and used in this ]

ea Vor'mulary dictionary and Glossary of terms for the purpose of this standard:

i

wiii,

i

a growing list of records, called blncka which are linked using
aesh of the el

A consensus algorithm ensures that the next block in a blockchain is the one and only version of the truth
and it keeps powerful adversaries from derailing the system and successfully forking the chain.

G is the: yption of data. There are bwo main cryplographic concepls used
in Blockchain, H‘I'J!Il\g '"Iﬂ [J»gnnl ‘algnnmm In general, there are three forms of encryption that are
widely used, . and hashing

Decentralization means the network operates on a peer-lo-peer basis. A global network of computers
use blocke technology o jointly manage the that records instead of one
central se

.

Digital Signatures are a way to prove that somebody is who they say they are. A digital signature i a
way to prove that a message onginates from a specific person and no one else. When you visit a

website, you are using S5L. This uses a digital sigi to ish trust b you and the service.
Dhistobuled ledgers are a type of database thal are spread across mulliple sites, counties or nstiutions
[stnbuted ledger data can be either or “un " to control who can view it

is the process of @ chear-text message (plaintex) inte a data stream (cipher-text),
which looks like a meaningless amd random sequence of bits.

The hash function transforms the digital signature, then both the hash value and signature are sent to the
receiver. The receiver uces the same hash function to generate the hash value and then compares it to
that received with the message. If the hach values are the same, it is likely that the message was
transmitted without emors.

Immutatility means a block cannat be modifed after it s created . In Blockchaan, blocks are chaned

together so that ynu can't go back and change the contents of a block witholt having to change every
block. on the protocol, you can't change blocks without everyone else

agreeing to it. This is sometimes referred 1o as “mutable by consensus”

A node is any that o the in network.

Permissioned Blockchain networks allow the network to appoint a group of participants in the network
who are given the express y to provide the of blocks of transactions. Or, to participate
in the consensus mechanism.

Smart contracts are contracts whose terms are ina instead of legal
Smart can be by a system, such as a sulable
distributed ledger system

Feer.to-peer (F2F) reters to the decentralized interactions that happen between at least two parties in a
highly interconnected network. P2P participants deal directly with each other through a single mediation
point

wn

SCOPE OF THE STANDARD

[Define the Scope of this standard. ]

eq. The sCopE wirs dunng the Task lorce meeting Basing on the obectives of the
Task force:
a) Explore the of using blockehai hinal in the p af iding IF right=s
processing nformabon aboul 1P objects and ther use,
b)  Caollect information about IPC in use of and & with blackchain, assess current
Indusiry Standards on bockehain and consider ment and applicability 1o PO,
€)  Develop reference models of using <y i the 1P feld, < gusding
commaon practice and use of dogy as a fri rk supporting ¢ ion, joint projects and

proofs of concept; and

d}  Prepare a proposal for a new WIPO the of
technology within the IP ecosystem,

This Standard aims to guide the Intellectual Property Offices (IPOs) and other Organizations that need fo manage,
slore, proce, tx{.‘fmﬁ‘b arnd m:..mrmmll. 1P data using der 1t is mtended that by using this S‘ﬁmd‘wd the
i of Blockchain can be and ! d in an perabie manner within

ecosystemn

REFFERENCES

[Define all WIRO and ather i i I wsed in this dard.]
e.g. The lellewing WIPO and other Internabional Standards should be applied as referenced in this standard.

a)  ISONTC 307, and [ Ledger T
b} WIPO Standards

TECHNOLOGY AND INTEROPERABILITY
o P iples and of the

X g The description of the following Blockchain technology aspects:
Platform — As IPOs we need to consider the platforms leveraged (we will not prescribe using any particular

paterm)
. Securily

+  Types eg Smart contracts, DLT

*  Coding e wall not p i coding

GENFRAL RECOMMENDATIONS

[Dafine ganaral recommandations an which data should be stored In the Blockehain as wall as
participation issues.]

e.g. Data

+  On chain or off the chain — Which data should be stored on chain and off the chain

*  OFl or non-OF1 — Does non-0OF| data stay off chain and is accessed on demand via secure AFls
= WIPO Standards e g ST.3

Parllelnathn
Govermnance
. Consensus — Standard should consider , howe does. work as well as

bockcham cwnership slake e, no IPO with greater than 50% hold

- Identity management - Who outside of IPOs would have access to particular blockchain solutions.

+  Public, Private, Permissioned — Do we use fully private platferms with one “single highly-rusted entity’ to
werify transactions ¢.g. WIPO or do we leverage publically run blockehains or private permissioned
blockchains

1P ECOSYSTEM 10

I iption of “IP - 7

e.g. Flow chart — is blockchain fit for me etc. ..
Legislation

Privacy

GDFPR




Use Cases

No. |Theme | Use asel

1 IP Rights e Smart contracts for service requests, e.g., PPH
processing * Priority data / provisional filing
e Evidence of use (TM)
» Digital token / tokenisation of IP Right
e Digital Trademark Registration Certificate

2 Enforcement e Authenticity / Brand security
e Infringement
e anticounterfeiting

3 Identity e Legal entity
* |dentity management
* I|dentity reuse
* Global Identifiers

4 Data Sharing e Priority documents sharing (1,4)
e Legal status data
e Unpublished prior art
* Other secure data exchange e.g. SFTP
e Publication of information on Software (computer programs) and databases
* International storage/database of 3D models



Use Cases

No. |Theme | Use Casels

5 Commercialisatio ¢ [P Rights licensing
n e Copyright CMO
e |Pright transfer
6 Traceability * Trade secrets / smart NDAs (sharing)
7 Ownership e Evidence of ownership

e Evidence of inventorship / creatorship
* Trade Secrets (proof of possession)



Round

Blockchain
Workshop

CWS/7

2019/2020 Workplan

Action

Cellect information from Task Force members on developments in use of and experience with blockchain including Task Force
members business cases for future presentation and discussion

Prepare draft structure and questions of questionnaire on IPO use of and experience with blockchain
Provide working document to CWS

Hold round 1 webex with Task Force members

Present on IPA Blockchain Proof of Concept

Present en candidates for standardization

Face to Face Task Force meeting

Medifications to draft Task Force objectives publication on wiki
Medifications to draft Standard scope publication on wiki

Draft Standard objectives publication on wiki

Draft Standard title publication on wiki

Draft standard Table of Contents publication on wiki

Use Cases (raw state) publication on wiki

Held round 2 webex with Task Force members

Prepare and Present Task Force report to CWS

Provide oral presentation on Task Force work including TF members survey results
Held CWS Task Force Face to Face meeting

Pravide 2019/2020 workplan

WIPQ to contact and coordinate with 150 for inclusion of Blockchain Task Force representation as liaison to 1SO and specifically 150
TC/307
Refinement and prioritisation of Use Cases

Investigate and establish a cellaborative environment for support of Use Cases and Standard development

Refine draft standard Table of Contents

Planned Completion Date

February 2019

March 2019
TBC
March 2019

April 2019

May - June 2019
May - June 2019
May - June 2018
May - June 2018
May - June 2019
May - June 2019
June 2019

July 2019

July 2019

July 2019

July 2019

August 2019 -

August 2019 -
August 2019 -

August 2019 -

o

Deferred

(Post
CWS/7)

WIPO to contact and coordinate
with ISO for inclusion of
Blockchain Task Force
representation as liaison to ISO
and specifically 1ISO TC/307

Refinement and prioritisation of
Use Cases

Investigate and establish a
collaborative environment for
support of Use Cases and
Standard development

Refine draft standard Table of
Contents

Planned

completion
date

August 2019 -
XXXX

August 2019 -
XXXX

August 2019 -
XXXX

August 2019 -
XXXX



2021 Roadmap

| 2018 1 2019 2020 2021
_____ | A — L — = — —— - —
Establish ' Blockchain CWS/7 “IP ecosystem” — CWS/8 CWS/9
Task Workshop and collaborative
Force TF Meeting environment



Blockchain Task
Force

Australian Government
IP Australia Thank you



Blockchain IPOs Survey

1) 'What areas do you consider Blockchain to be a high value cpportunity or potential threat in
the field of [P

a.

b.

Areas of importance focused on technology. (e, Distributing networks, Iimmutobility
of records, shared trust etc.)

Area of importance focused on IP Rights i.e. Enforcement, management, identity,
Commercialisation etc.)

2} Blockchain related activities within your organization

a.

Existing or future prejects, using blockchain technologies

Partnership with private sector, industry members, |P professionals, Research
guthorities (i.e. universities) working in the Blockchain field

Please detail any office participation or planned participation in blockchain events
such as (hackathons, conferences, government and industry research project/papers
etc.)

3) Doesyour office agree with the following scope statement for the Standard on Blockchain?

This Standard aims ta guide the intelisctual Property Qffices (IPOs) and other Orgaonizations
thot need to monage, store, process, exchonge and disseminate IP dota using Blockchain. It is
intended thot by using this Stondard, the development of Blockchain con be simplified and
acceleroted in o harmonized manner and interoperability amaong IP Offices.

No

If Mo, please indicate change / modifications required

Pagelof 2

4

5

6

7)

8

Does your office agree with the following Objective for the Standard on Blockchain?

a. ForImellectuzl Property Offices and other grganisations, to monage, store, process,
exchange ond disseminote IF dota using Blockchain in o stgndardized revsable
manner.

b. To ensure that Industry best practice is followed and leveraged wherever applicable

c.  Toestablish a commoen technology framewerk to support IPO blockchain
advancement and conourrent interoperability.

d. A common practice and use of terminology to support collaboration and blockchain
initiatives

Does your office have any comments on appendix 1.0 Draft Structure of Blockchain
Standard, specifically its table of contants?

Yes
No
If, Mo, please indicate changes / modifications required.

The Task Force has selected two Internal and two external facing blockchain proof of
concept exercises for consideration by IPOs. These have been established by considering
blockchains ability to resolve problems faced by IPOs and our customers.

Please rank your preference as to which proof of concept should be targeted as a priority
{H=high, M=Medium, L=low].

Internal Rank External Rank

Immutable data IP Rights Licensing
sharing between
offices e.g_ Priority

data
Smart contracts e.g. Blockchain for
autcemated renewals priority filing

processes and record
of ownership
changes

Any other comments

Contact information

Page2of 2

Link to editable questionnaire
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